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UNITED STATES DISTRICT COURT
WESTERN DISTRICT OF KENTUCKY
AT LOUISVILLE
PHOENIX PROCESS EQUIPMENT CO.
PLAINTIFF
V.
CAPITAL EQUIPMENT & TRADING CIVIL ACTION NO. 3:16-CV-00024-JHM-DW
CORPORATION, ET. AL.

DECLARATION OF SERGEY S. SOKOLOV

. INTRODUCTION

I, Sergey S. Sokolov, hereby declare as follows:

1. | am the managing director of OOO Marks & Sokolov law firm, which is
organized under the laws of the Russian Federation, and | am a duly qualified jurist, having
the right, according to Russian law, to practice law in Russia. OOO Marks & Sokolov serves

as the Moscow office for Marks & Sokolov, LLC.
2. I am over the age of eighteen and competent to testify.
3. I am fluent in both Russian and English.

4, At the request of counsel for Defendants Capital Equipment & Trading
Corporation (“CE&T Corp.”), Coralina Engineering, LLC (“Coralina”), and Alexander
Chudnovets (“Chudnovets”) (CE&T Corp., Coralina, and Chudnovets are referred to together
as “Defendants” and individually as “Defendant”), | have prepared this declaration pertaining
to Plaintiff Phoenix Process Equipment Co.’s (“Phoenix” or “Plaintiff”) Interrogatories,
Requests for Production of Documents, and Requests for Admission propounded separately
on each Defendant in Phoenix Process Equipment Co. v. Capital Equipment & Trading

Corporation, et al., Civil Action No. 3:16-CV-00024-RGJ-RSE, United States District Court
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for the Western District of Kentucky / (the “Lawsuit”) and in connection with Defendant’s

Response to Phoenix’s Motion to Compel Discovery in the Lawsuit.

1. QUALIFICATIONS

5. | graduated summa cum laude from Law School of St. Petersburg State
University in 1993. | also received a bachelor’s degree from the School of Economics at St.
Petersburg State University. | have over 25 years of experience in legal practice. | prepared
expert opinions on Russian law to be used in courts of the United States for the following
cases: Belikov v. Huhs heard in the Superior Court of the State of Washington; 4-MC-31
(LAP) 14-MC-57 (LAP) In re the application of Natalia Potanina for an Order to Take
Discovery Pursuant to 28 U.S.C. § 1782(a) in the United States District Court of the Southern
District of New York; 16-13534(MKYV) In re Foreign Industrial Bank Ltd. in the United
States Bankruptcy Court of the Southern District of New York; and 18-10870(SCC) In re
Natalia Pirogova in the United States Bankruptcy Court of the Southern District of New York.

1. DOCUMENTS REVIEWED
6. I have reviewed the following documents that were provided to me by counsel

for Defendants:

a Proposed Second Amended Complaint of Phoenix Process Equipment Co. filed

June 22, 2018 [Document 110-2];

b Defendant Alexander Chudnovets’ Universal Objections to Plaintiff Phoenix
Process Equipment Co.’s Amended First Set of Interrogatories, Requests for
Production of Documents and Requests for Admissions to Defendant
Alexander Chudnovets, and Defendant Alexander Chudnovets” Objections and
Responses to Plaintiff Phoenix Process Equipment Co.’s Amended First Set of

Interrogatories to Defendant Alexander Chudnovets dated March 16, 2018;
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c Defendant Coralina Engineering, LLC’s Universal Objections to Plaintiff
Phoenix Process Equipment Co.’s Third Amended First Set of Interrogatories,
Requests for Production of Documents, and Requests for Admissions, and
Coralina Engineering, LLC’s Answers and Responses to Plaintiff Phoenix
Process Equipment Co.’s Third Amended First Set of Interrogatories to

Coralina Engineering, LLC dated April 16, 2018;

d Limited Liability Company Electrogorsky Metallichesky Zavod’s (“Elemet”)

Response dated April 23, 2018 to Coralina’s Disclosure Request;

e Elemet’s Response dated April 24, 2018 to Coralina’s Disclosure Request;

f Extract from Russian Registry of Legal Entities with regard to Elemet LLC

dated September 7, 2018;

g Regulations on Confidentiality of Coralina Engineering LLC;

h Non-Disclosure Agreement between Elemet LLC and Coralina Engineering

LLC dated June 2, 2008 (the “Nondisclosure Agreement”);

i Extract containing confidentiality clause from a copy of Coralina’s sales

contract.
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IV. QUESTIONS PRESENTED
7. | was asked to provide my opinion based on applicable Russian laws on the
following questions:
A Are Coralina, a limited liability company organized under the laws of the

Russian Federation, and/or Chudnovets, a citizen and resident of the Russian
Federation, at risk of potential liability or legal consequences in Russia for
producing records or disclosing information relating to commercial
transactions and negotiations with Elemet, a limited liability company
organized under the laws of the Russian Federation, in light of the
Nondisclosure Agreement that Coralina and Elemet entered in the ordinary

course of business years before the Lawsuit was filed?

B. What restrictions do the laws of the Russian Federation, including but not
limited to Federal law dated 29.07.2004 No. 98-FZ (with the amendments
and additions on February 2 and December 18, 2006 and July 24, 2007 and as
amended by Federal law dated 12.03.2014 No. 35-FZ) "On commercial
secret" (hereinafter referred to as "the Commercial Secret Law"), place on
Coralina and/or Chudnovets from producing records or disclosing
information relating to commercial transactions and negotiations that Elemet

and/or other third parties may deem commercial secrets?

C. Are Coralina and/or Chudnovets at risk of potential liability or legal
consequences under the laws of the Russian Federation, including but not
limited to Russian Federation's Federal Law No. 152-FZ on Personal Data
2006, Russian Federation's Federal Law No. 149-FZ on Information,
Information Technologies, and Data Protection 2006, and Order of Ministry
of Culture of Russian Federation No. 558 of August 25, 2010 (the “Personal

4
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Data Protection Laws”) to the extent their answers to Phoenix’s requests

would result in disclosing personal data of Russian citizens?

V. SUMMARY OF OPINIONS AND CONCLUSIONS

8. If Coralina produces records or discloses information comprising of
confidential information or commercial secrets of Elemet and/or other third parties without
consent of Elemet and/or such other third parties, it may face civil law liability to Elemet
and/or such other third parties under its Nondisclosure Agreement with Elemet and/or
respective non-disclosure provisions in agreement(s) with such other third parties and under
Article 15 of the Civil Code. If Chudnovets produces records or discloses information
comprising confidential information or commercial secret of Elemet and/or other third parties
without consent of Elemet and/or such other third parties, he may face civil law liability under
Article 15 of the Civil Code and may face criminal liability (including risk of imprisonment)
under Parts 2 and 3 of Article 183 of the Criminal Code.

9. The applicable Law on Commercial Secret does not permit disclosure of a
commercial secret by a person who has been provided with such secret without consent of the
holder of the commercial secret. In the absence of such consent by Elemet and/or other third
parties, holders of commercial secret, Coralina and Chudnovets may lawfully disclose such
information only at the request of Russian courts, Russian investigating authorities and
Russian pretrial investigation authorities regarding cases handled by them, or by the
procedure and on the grounds as stipulated under the legislation of the Russian Federation
(the Law on Commercial Secret, Article 6, Part 3).

10.  To the extent answering certain of Phoenix’s discovery requests could result in
Coralina disclosing personal data of Russian citizens, Coralina may face civil law liability for
compensation of moral harm and damages if it discloses such information without the consent

of the Russian citizen. To the extent answering Phoenix’s requests could result in Chudnovets
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disclosing personal data of Russian citizens, Chudnovets may face civil law liability for
compensation of moral harm and damages, and criminal liability (including risk of
imprisonment) under Parts 1 and 2 of Article 137 of the Criminal Code if he discloses such
information without the consent of the Russian citizen.

VI. BACKGROUND ON RUSSIAN LEGAL SYSTEM

11. Russia is a civil law country. The principal sources of law are the Russian
Constitution, codes and laws adopted by the legislature, decrees of the president and
regulations issued by the government and governmental agencies. Resolutions issued by the
Russian Supreme Court are binding for commercial (arbitrazh) courts and courts of general
jurisdiction and resolutions issued by the Russian Constitutional Court are binding for all the

courts.

12. The Russian Civil Code' is the main source of civil law for the Russian
Federation setting forth basic legal principles of the civil law and liability that may be
incurred by individuals and legal entities. Apart from the civil liability a legal entity in Russia
can be subject to administrative liability under the Code of Administrative Offences?, and
individuals, e.g. officers of a legal entity, may be subject to criminal liability in accordance

with the Criminal Code of the Russian Federation®.

13.  The Russian Federal laws supplement the Civil Code and regulate particular
spheres of economic activity. The Federal laws may also be supplemented by decrees and

directives to further clarify certain issues within a particular sphere of activity.

14.  The major provisions on data protection and commercial secrets in Russia can

be found in the Russian Constitution and Federal laws. The Russian Constitution establishes

! The Civil Code of the Russian Federation (part 1 dated November 30, 1994 No 51-FZ; part 2 dated January 26,
1996 No 14-FZ; part 3 dated November 26, 2001 No 146-FZ; part 4 dated December 18, 2006 No 230-FZ, as
amended).

2 The Code of Administrative Offences of the Russian Federation dated December 30, 2001 No 195-FZ, as
amended.

% The Criminal Code of the Russian Federation dated June 13, 1996 No 63-FZ, as amended.

6
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the right to privacy of each individual. Articles 23 and 24 of the Constitution of the Russian
Federation, attached hereto as Exhibit 1. along with the true and accurate translation into
English. More specifically the matters of privacy are regulated by the Federal Law No. 152-
FZ on Personal Data 2006, the Federal Law of 27.07.2006 N. 149-FZ *“On information,
information technologies and protection of information” and as regards secrecy in economic
relations — by the Federal Law of 29.07.2004 N. 98-FZ “On commercial secret.” True and
accurate English translations of the respective provisions of these laws are attached hereto as
Exhibits identified below. Some data protection provisions may be contained in other laws

which implement the provisions of the said laws within specific areas of business activity.

VIl. DISCUSSION

15. Coralina and Chudnovets are at risk of potential liability (and, possibly, other
detrimental legal consequences) in Russia if they produce records or disclose information
comprising confidential information or commercial secret of Elemet and/or other third parties.
If Coralina produces records or discloses information comprising confidential information or
commercial secret of Elemet and/or other third parties, it may be brought to civil law liability
for breach of its Nondisclosure Agreement with Elemet and/or a nondisclosure agreement
with such other third parties and for damages under Article 15 of the Civil Code, attached
hereto as Exhibit 6, for disclosing Elemet’s or the third parties’ information without their
consent or without request from a Russian competent authority. If Chudnovets produces
records or discloses other information comprising commercial secret of Elemet or other third
parties, he may be brought to civil law liability under Article 15 of the Civil Code and may be
brought to criminal liability (the sanction may even amount to imprisonment) under Parts 2
and 3 of Article 183 of the Criminal Code, attached hereto as Exhibit 5. This is based on the

following analysis of international and Russian law, and the Nondisclosure Agreement
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between Coralina and Elemet, and an extract containing confidentiality clause from a copy of

Coralina’s sales contract, attached hereto as Exhibit 2.

16. Coralina, (referred to as “the Receiving party” or “Coralina”) and Elemet
(referred to as “the Disclosing party” or “Elemet”) concluded the Nondisclosure Agreement
on June 02, 2008. | have reviewed the Nondisclosure Agreement and represent that it states

the following:

A. According to Section 1.1. of the Nondisclosure Agreement, confidential
information shall include but not limited to any information related to business
of the Disclosing party, applied thereby technologies, operations, contracts,
value of assets and products of the Disclosing party, and its financial
accounting; content of negotiations and the Nondisclosure Agreement, as well

as the fact of conducting negotiations between the Parties.

B. Pursuant to the p. 4.4. of the Nondisclosure Agreement, Coralina shall disclose
the confidential information at request of the governmental bodies or local
self-governing authorities of the Russian Federation with due notice to Elemet
when all available domestic remedies to keep such information confidential

have been exhausted.

C. Inaccordance with the p. 4.6. of the Nondisclosure Agreement, Coralina may
disclose the Confidential information to any other person (including but not
limited to professional advisors, agents and representatives of the Coralina,
subsidiaries associated or affiliated with Coralina, as well as auditors of
Coralina and persons with any kind of ownership interest in capital of

Coralina) only with prior written consent of the Disclosing party and subject to



Case 3:16-cv-00024-CHB-RSE Document 120-1 Filed 09/17/18 Page 9 of 61 PagelD #: 2134
Exhibit A

execution of similar to the Nondisclosure Agreement nondisclosure

agreements with regards to information of Elemet.

D. According to the p. 5.4. of the Nondisclosure Agreement, in case Coralina
violates its obligations under the Nondisclosure Agreement, Coralina shall
indemnify Elemet for all the damages caused by such violation. Damages shall
be reimbursed on top of the penalties. Coralina shall be obliged to pay Elemet
a penalty in the amount of 3,000,000 Rubles for every proven fact of

unauthorized disclosure of the Confidential information.

17. Pursuant to the Federal Law of 29.07.2004 N. 98-FZ “On commercial secret”

(hereinafter the “Law on Commercial Secret”):

Q) information comprising a commercial secret means information of
any character (production, technical, economic, organizational,
etc.), including that on the results of intellectual activity in the
scientific and technical area, as well as information on the methods
for the performance of professional activity of an actual or a
potential commercial value because it is unknown to the third
persons, with respect to which third persons have no free access on
lawful grounds and with respect to which the possessor of such
information has introduced the regime of commercial secrets
(Article 3, Part 2, attached hereto as Exhibit 3);

(i) holder of information constituting a commercial secret means a
person who is in possession of information constituting a
commercial secret and who restricted access to such information
and instituted in respect of such information a regime of
commercial secrecy (Article 3, Part 4, attached hereto as Exhibit 3);

(iti)  the holder of the information constituting a commercial secret is
entitled to authorize or deny access to the information constituting a
commercial secret and to determine procedure and conditions of
access to such information; demand that legal entities, physical
persons that have obtained access to information constituting a
commercial secret, governmental authorities and other state bodies,
local government bodies that have been provided with information
constituting a commercial secret, comply with their obligations to
keep it confidential (Article 6.1, Part 2, Sections 3 and 4, attached
hereto as Exhibit 3);

(iv)  the holder of information constituting a commercial secret shall,
upon a motivated request of a governmental authority, other state

9
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body, local government body, furnish them on an uncompensated
basis with information constituting a commercial secret. The
motivated request shall be signed by a duly authorized official,
contain a statement of purpose and legal grounds for requested
information constituting a commercial secret and also time limits
for supply of such information, unless otherwise is provided under
federal laws (Article 6, Part 1, attached hereto as Exhibit 3);

(v) upon refusal of the holder of information constituting a commercial
secret to furnish it to a governmental authority, other state body,
local government body, such bodies shall have the right to ask for
that information via a court (Article 6, Part 2, attached hereto as
Exhibit 3);

Q) the holder of information constituting a commercial secret and also
a governmental authority, other state body, local government body
that acquired such information shall, under Part 1 of this Article, be
obligated to furnish such information at the request of courts,
investigating authorities, pretrial investigation authorities regarding
cases handled by them, by the procedure and on the grounds as
stipulated under the legislation of the Russian Federation (Article 6,
Part 3, attached hereto as Exhibit 3);

(i) violation of the Law on Commercial Secret entails disciplinary,
civil, administrative and criminal liability in accordance with the

legislation of the Russian Federation (Article 15, attached hereto as
Exhibit 3).

18. Pursuant to the Federal Law of 27.07.2006 N. 149-FZ “On information,
information technologies and protection of information” (hereinafter the *“Law on

Information, Information Technologies and Protection of Information™):

Q) information is data (reports, records) notwithstanding the form in
which they are presented (Article 2, Part 1, attached hereto as
Exhibit 4);

(i) holder of information, unless otherwise is provided by federal laws,
is entitled to permit or restrict access to information, determine
procedure and terms of such access; transfer information to other
parties under an agreement or other lawful basis; protect its rights
by lawful means in case of unlawful obtaining of or unlawful use of
information by third parties (Article 6, Part 3, Sections 1, 3 and 4,
attached hereto as Exhibit 4);

(i) violation of requirements of the Law on Information, Information
Technologies and Protection of Information entails disciplinary,

10
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civil, administrative and criminal liability in accordance with the
legislation of the Russian Federation.

19.  According to the Criminal Code of the Russian Federation:

Q) Illegal disclosure or use of data comprising a commercial secret, tax
or bank secret without consent of its holder by a person who has
been provided with such secret or who learned it due to its position
or work entails penalty in the amount of up to 1 million Rubles* or
in the amount of salary or other income of the convicted person for
the period of up to two years with deprivation of right to hold
specific positions or deprivation of right to perform certain
activities for the term of up to three years, or correctional labor for
the period of up to two years, or compulsory labor for the period of
up to three years, or imprisonment for the same term (Article 183,
Part 2, attached hereto as Exhibit 5);

(i)  The same acts that inflicted large-scale damage or were committed
for the reasons of lucrative interest entail penalty in the amount of
up to 1.5 million Rubles® or in the amount of salary or other income
of the convicted person for the period of up to three years with
deprivation of right to hold specific positions or deprivation of right
to perform certain activities for the term of up to three years, or
compulsory labor for the period of up to five years, or
imprisonment for the same term (Article 183, Part 3, attached
hereto as Exhibit 5).

20. Under Article 15 “Compensation of Damages” of the Civil Code, attached

hereto as Exhibit 6:

(i) The person, whose right has been violated, shall be entitled to
demand the full recovery of the damages inflicted upon him, unless
the recovery of damages in a smaller amount has been stipulated by
the law or by the agreement (Section 1);

(i) The damages shall include the expenses, which the person,
whose right has been violated, made or will have to make to restore
the violated right, the loss or the damage done to his property (the
compensatory damage), and also the unreceived profits, which this
person would have derived under the ordinary conditions of the
civil turnover, if his right were not violated (the missed profit)
(Section 2).

* Approximately 14.3 thousand US Dollars at the official exchange rate of the Central Bank of Russia as of
September 10, 2018
> Approximately 21.5 thousand US Dollars at the official exchange rate of the Central Bank of Russia as of
September 10, 2018

11
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21. It has been represented to me that Coralina has asked Elemet to permit
Coralina to disclose information subject to the Nondisclosure Agreement in discovery in the
Lawsuit, and that Elemet has refused to permit this disclosure. It is my understanding that no
consent or permission has been granted, and it has been represented to me that no consent or
permission has been granted, by Elemet, or any other third party, to Coralina and/or
Chudnovets for Coralina and/or Chudnovets to disclose in discovery in this Lawsuit any part
of the information of Elemet, or the other third parties, considered to be confidential

information and/or commercial secret.

22. It is my understanding that there have been no requests, and it has been
represented to me that there have been no requests, from Russian competent authorities
addressed to Coralina and/or Chudnovets requesting, demanding, or requiring them to
disclose information requested by Phoenix under the interrogatories and requests for

production to Coralina and/or Chudnovets in the Lawsuit.

23.  The US and Russia are parties to the Hague 1970 Convention on the Taking of
Evidence Abroad in Civil or Commercial Matters® (“Convention™), attached hereto as Exhibit
7. According to the article 1 of the Convention in civil or commercial matters a judicial
authority of a Contracting State may, in accordance with the provisions of the law of that
State, request the competent authority of another Contracting State, by means of a Letter of
Request to a Central Authority appointed by the Contracting State, to obtain evidence, or to
perform some other judicial act. The Russian Federation acceded to the Convention pursuant
to the Federal Law No. 11-FZ of 12.02.2001 “On Accession of the Russian Federation to the
Convention on the Taking of Evidence Abroad in Civil or Commercial Matters”, attached

hereto as Exhibit 8. When acceding to the Convention the Russian Federation did not appoint

® Convention on the Taking of Evidence Abroad in Civil or Commercial Matters concluded March 18, 1970

12
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a Central Authority. Due to this fact all inquiries and commissions of foreign courts,
including discovery requests in connection with lawsuits in federal courts within the United
States, are delivered for execution to the territory of the Russian Federation through the
diplomatic channels to the Ministry of Foreign Affairs of the Russian Federation. The
Ministry of Foreign Affairs of the Russian Federation forwards such requests and
commissions to the Ministry of Justice of the Russian Federation, which in turn forwards such
inquiries and commissions through its Main Directorates (Directorates) in the regions of the

Russian Federation for execution by the competent Russian court.

24. Under Article 39 of the Convention, the accession to the Convention will have
effect only as regards the relations between the Acceding State and such Contracting States,
which declare their acceptance of the accession by the Acceding State. As of the date of this
declaration, the US has not declared acceptance of the accession to the Hague Evidence
Convention by Russian Federation. It will not be possible for a Russian court itself to seek
evidence by means of the Hague Evidence Convention from other countries which did not
declare their acceptance of the accession by the Russian Federation (such as US or
Dubai/UAE). Moreover, as noted above, because the Russian Federation has not appointed a
Central Authority to handle outgoing and incoming requests for evidence. According to the
information published at the official website of the Hague Conference on Private International
Law - an international organization engaged in elaboration of the Convention
(www.hcch.net) — the USA did not declare its consent to accession of the Russian Federation
to the Convention. Therefore, the said Convention did not come into force as regards the
relations between the Russian Federation and the USA, and consequently has no effect
between the USA and the Russian Federation. There are no other bilateral or multilateral
international agreements between the Russian Federation and the USA envisioning legal

assistance in the form of requesting information or establishing proceedings for civil or

13
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commercial matters. Herewith, there is still a possibility for the American court to send such a
request for legal assistance based on principle of reciprocity (through the diplomatic
channels). In such a case a request for legal assistance sent by a foreign court shall be

considered by the competent Russian court by virtue of national, i.e. Russian, laws.

25. Coralina is a legal entity organized under the laws of the Russian Federation.
Thus, it is required to adhere to and abide by the laws, codes, and regulations of the Russian
Federation, including without limitation the Civil Code, the Law on Commercial Secret, the
Law on Information, Information Technologies and Protection of Information. Likewise, it
has been represented to me that Chudnovets is a citizen and resident of the Russian Federation
and therefore, he is required to adhere to and abide by the laws, codes, and regulations of the
Russian Federation, including without limitation the Civil Code, the Law on Commercial
Secret, the Law on Information, Information Technologies and Protection of Information. If
Coralina or Chudnovets discloses a commercial secret or confidential information of a third
party, including Elemet, without being entitled, authorized, or obligated to so do in
accordance with legislation of the Russian Federation, it would be a breach of the Law on
Commercial Secret, liable under Article 15 of the Civil Code, attached hereto as Exhibit 6,
and also a breach of the Nondisclosure Agreement if Coralina or Chudnovets discloses
information subject to the Nondisclosure Agreement without Elemet’s consent (or
information subject to respective nondisclosure provisions in an agreement with other third

party without consent of such a third party).

26. Interrogatory Number 7 to Coralina demands disclosure of the Equipment sold
within the Territory and purchasers of such Equipment. To the extent answering Interrogatory
Number 7 comprises confidential information of Elemet and/or other third parties without
consent of Elemet (and/or such other third party), Coralina would violate the provisions of the

Nondisclosure Agreement (and/or respective confidentiality provisions in an agreement(s)

14
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with other third party) because Coralina will need to disclose facts about conducting
negotiations with Elemet and information related to the business of Elemet (and/or respective
third party). It would also put Coralina at risk of violating, and becoming liable under, the

Law on Commercial Secret for information considered commercial secrets.

27. Request for Production No. 3 to Coralina demands, inter alia, disclosure of
contracts, email communication and other documents evidencing the business relationship
between Coralina and any other Defendant. To the extent answering Request for Production
No. 3 would require Coralina to disclose the fact of conducting negotiations with Elemet,
contracts with Elemet and information related to the business of Elemet, it would violate the
provisions of the Nondisclosure Agreement. It would also put Coralina at risk of violating,
and becoming liable under, the Law on Commercial Secret for information considered

commercial secrets.

28. Request for Production No. 4 to Coralina demands, inter alia, disclosure of
contracts, communications purchase orders, invoices, receipts and other documents
evidencing the sale or purchase of the Equipment by Coralina within the Territory. To the
extent Request for Production No. 4 would require Coralina to disclose contracts with Elemet,
value of products and information related to the business of Elemet and/or of other third
parties, Coralina would violate the provisions of the Nondisclosure Agreement (and/or
respective confidentiality provisions in an agreement(s) with other third party). It would also
put Coralina at risk of violating, and becoming liable under, the Law on Commercial Secret
for information considered commercial secrets by Elemet and the other third parties that

Coralina performs business with in the Territory.

29. Request for Production No. 14 to Coralina demands disclosure of
communication between Coralina and any and all Defendants and/or their representatives. To

the extent answering Request for Production No. 14 would require Coralina to disclose

15
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information related to business of Elemet, the fact of conducting negotiations with and
content of its negotiations with Elemet, Coralina would violate the provisions of the
Nondisclosure Agreement. It would also put Coralina at risk of violating, and becoming liable

under, the Law on Commercial Secret for information considered commercial secrets.

30. Therefore, if Coralina produces records or discloses information comprising
confidential information or commercial of Elemet and/or other third parties without consent
of Elemet and/or such other third parties, it may face civil law liability to Elemet and/or such
other third parties under its Nondisclosure Agreement with Elemet and/or respective
confidentiality provisions in agreement(s) with such other third parties and under Article 15

of the Civil Code, attached hereto as Exhibit 6.

31. It has been represented to me that Chudnovets is a citizen of the Russian
Federation and resident of Moscow. Thus, he is required to adhere to and abide by the laws,
codes, and regulations of the Russian Federation, including without limitation the Civil Code,
the Criminal Code, the Law on Commercial Secret, the Law on Information, Information
Technologies and Protection of Information. Therefore, if Chudnovets produces records or
discloses information comprising confidential information or commercial secret of Elemet
and/or other third parties without consent of Elemet and/or such other third parties, he may
face civil law liability under Article 15 of the Civil Code, attached hereto as Exhibit 6, and
may face criminal liability (including risk of imprisonment) under Parts 2 and 3 of Article 183

of the Criminal Code, attached hereto as Exhibit 5.

32. Request for Production No. 3 to Chudnovets demands disclosure of documents,
such as contracts, assignments, transfers of ownership, sales of stock, email communication,
or any other documents that evidence any type of business or financial relationship or
partnership between Chudnovets or Capital Equipment and Technology Corporation, and any

other Defendant in this lawsuit. Request for Production No. 5 to Chudnovets demands

16
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disclosure of any communication, including email communication, between Chudnovets and
any other Defendant in this lawsuit or its representative or employee regarding the purchase

or sale of Equipment within the Territory as defined by the Distributor Agreements at issue.

33.  To the extent producing the requested documents and answering the other
requested information by Phoenix would result in providing information that is Elemet’s
commercial secret, Chudnovets may be brought to civil law liability under Article 15 of the
Civil Code, attached hereto as Exhibit 6, for damages and to criminal liability (the sanction
may even amount to imprisonment) under Parts 2 and 3 of Article 183 of the Criminal Code,
attached hereto as Exhibit 5. Even if the requested documents and other requested information
do not include information that is Elemet’s commercial secret, but only include information
that is confidential in accordance to the Nondisclosure Agreement entered into between
Coralina and Elemet, and Chudnovets discloses this information, he may be brought to civil
law liability under Article 15 of the Civil Code, attached hereto as Exhibit 6, for damages
because this information has become known to him as a Chief Executive Officer and owner of

Coralina and thus is required to follow the terms of the Nondisclosure Agreement.

34.  Apart from liability for unlawful disclosure of confidential information and/or
commercial secret of Elemet and any other third parties, Coralina and Chudnovets are at risk
of potential liability under Russian law if their answers to Phoenix’s requests would result in
disclosing personal data of Russian citizens. This is based on the following analysis.

35.  According to the Russian Federal Law No. 152-FZ dated July 27, 2006 “On
Personal Data” (as amended on December 31, 2017) (hereinafter the “Personal Data Law”):

Q) This Federal Law is aimed at ensuring protection of the
rights and freedoms of a person and a citizen in the course of
processing of his personal data including protection of the rights to

inviolability of private life, personal and family secret (Article 2,
attached hereto as Exhibit 9);
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(i)  personal data means any information pertaining to a
particular or identifiable person (the personal data subject) (Article
3, Part 1, attached hereto as Exhibit 9);

(i)  operator means a state body, a municipal body, a legal
entity, or an individual, solely or jointly with others organizing and
(or) carrying out personal data processing as well as determining
the purposes of personal data processing, the content of the
personal data subject for processing, actions (operations) performed
with the personal data (Article 3, Part 2, attached hereto as Exhibit
9);

(iv)  personal data processing means any actions (operations) or a
set of actions (operations) performed with the help of automatic
means or without the use of such means, with personal data
including personal data gathering, recording, systematizing,
accumulation, storage, refinement (updating, changing), extraction,
use, transmission (distribution, provision, access),
depersonalization, blocking, deletion, destruction (Article 3, Part 3,
attached hereto as Exhibit 9);

(v)  personal data provision — actions aimed at disclosure of
personal data to a certain person or set of persons (Article 3, Part 6,
attached hereto as Exhibit 9);

(vi)  personal data processing may be performed upon consent of
the personal data subject for the processing of his personal data’
(Article 6, Part 1, Section 1, attached hereto as Exhibit 9);

(vii)  The operators and other persons which gained access to
personal data shall not disclose it to third parties and shall not
distribute it without the consent of the personal data subject unless
otherwise provided for by a federal law (Article 7, attached hereto
as Exhibit 9);

(viii) The persons guilty of breach of the requirements of this
Federal Law, shall be liable in accordance with the laws of the
Russian Federation (Article 24, Part 1, attached hereto as Exhibit
9

(ix)  Moral harm inflicted to the subject of personal data as a
result of violation of her rights, violation of rules for processing
personal data established by this Federal law, shall be reimbursed in
accordance with legislation of the Russian Federation.
Compensation of moral harm shall be performed independently of
reimbursement of property damage and damages incurred by the
subject of personal data (Article 24, Part 1, attached hereto as
Exhibit 9).

" Personal data processing may be performed upon certain other grounds provided for in Article 6 of the Personal
Data Law (e.g. in case of participation of the person whose personal data is being processed in court
proceedings) — see Article 6 of the Personal Data Law.

18
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36.  According to the Criminal Code of the Russian Federation:

Q) Illegal collection or spreading of information about the
private life of a person which constitutes his personal or family
secrets, without his consent, or the distribution of this information
in a public speech, in a publicly performed work, or in the mass
media, shall be punishable by a fine in the amount up to 200
thousand rubles, or in the amount of the salary, or any other income
of the convicted person for a period up to 18 months, or by
compulsory works for a term up to 360 hours, or by corrective labor
for a term of up to one year, or by compulsory labor for a term of
up to two years with or without deprivation of the right to occupy
specified offices or engage in specified activities for a term of three
years or by arrest for up to four months, or by imprisonment for up
to two years with deprivation of the right to occupy specified
offices or engage in specified activities for a term of up to three
years (Article 137, Part 1, attached hereto as Exhibit 5);

(i)  The same deeds committed by a person through his official
position shall be punishable by a fine in the amount from 100 to
300 thousand rubles, or in the amount of the salary, or any other
income of the convicted person for a period from one to two years,
or by deprivation of the right to occupy specified offices or engage
in specified activities for a term of two to five years, or by
compulsory works for a term of up to four years with or without
deprivation of the right to occupy specified offices or engage in
specified activities for a term of up to five years, or by arrest for up
to six months, or by imprisonment for up to four years with
deprivation of the right to occupy specified offices or engage in
specified activities for a term of up to five years (Article 137, Part
2, attached hereto as Exhibit 5).

37.  To the extent answering Phoenix’s requests would require Coralina to disclose
personal data of Russian citizens, Coralina may be brought to civil law liability for
compensation of moral harm and damages. To the extent answering Phoenix’s requests would
require Chudnovets to disclose personal data of Russian citizens, Chudnovets may be brought

to civil law liability for compensation of moral harm and damages and to criminal liability.

VII. CONCLUSIONS

38. If Coralina produces records or discloses information comprising confidential
information or commercial secret of Elemet and/or other third parties without consent of

Elemet and/or such other third parties, it may face civil law liability to Elemet and/or such
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other third parties under its Nondisclosure Agreement with Elemet and/or respective non-
disclosure provisions in agreement(s) with such other third parties and under Article 15 of the
Civil Code. If Chudnovets produces records or discloses information comprising confidential
information or commercial secret of Elemet and/or other third parties without consent of
Elemet and/or such other third parties, he may face civil law liability under Article 15 of the
Civil Code and may face criminal liability (including risk of imprisonment) under Parts 2 and

3 of Article 183 of the Criminal Code, attached hereto as Exhibit 5.

39.  The applicable Law on Commercial Secret does not permit disclosure of a
commercial secret by a person who has been provided with such secret without consent of the
holder of the commercial secret. In the absence of such consent by Elemet and/or other third
parties, the holders of commercial secret, Coralina and Chudnovets may lawfully disclose
such information only at the request of Russian courts, Russian investigating authorities and
Russian pretrial investigation authorities regarding cases handled by them, or by the
procedure and on the grounds as stipulated under the legislation of the Russian Federation

(the Law on Commercial Secret, Article 6, Part 3, attached hereto as Exhibit 3).

40.  To the extent answering certain of Phoenix’s discovery requests could result in
Coralina disclosing personal data of Russian citizens, Coralina may face civil law liability for
compensation of moral harm and damages if it discloses such information without the consent
of the Russian citizen. To the extent answering Phoenix’s requests could result in Chudnovets
disclosing personal data of Russian citizens, Chudnovets may face civil law liability for
compensation of moral harm and damages, and criminal liability (including risk of
imprisonment) under Parts 1 and 2 of Article 137 of the Criminal Code, attached hereto as

Exhibit 5, if he discloses such information without the consent of the Russian citizen.
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I executed this declaration outside the United States. I declare under penalty for perjury under

the laws of the United States of America that the foregoing is true and correct.

Moscow, Russia

September/ ; 2018.

—)

&<,

&
/@ey S. Sokolov
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Fn. 2, KoHcTtutyumua Poccuiickoii ®egepauun

(npuHATa BCcEHapOAHbIM FON0COBAHMEM
12.12.1993) (c yueToM NONPaBOK, BHECEHHbIX
3akoHamu P® o nonpaskax K KoHcTuTyuum PO ot
30.12.2008 N 6-DK3, o1 30.12.2008 N 7-®K3, ot
05.02.2014 N 2-®K3, o1 21.07.2014 N 11-®K3)

Cratba 23

1. Kaxkaplii UmeeT NpaBo Ha HEMPUKOCHOBEHHOCTb
YAaCTHOM JKU3HU, JINYHYIO U CEMEMHYIO TalHy,
3aLLUUTY CBOEM YecTn n 4obporo UMeHMu.

2. Kaxgblh MmeeT NpaBoO Ha TaWHy MNepenucku,
TenedoHHbIX neperoBopos, MoYTOBbBIX,
TenerpadpHbIX U MHbIX cooblieHnint. OrpaHuYeHmne
3TOro MpaBa AOMYCKAeTCcA TO/IbKO Ha OCHOBAHUM
cyaebHoro pelleHus.

Cratbna 24

1. C6op, xpaHeHue, MUCMO/Ib30BaHNUE U
pacnpocTpaHeHue MHPOPMALMM O YAaCTHOM KU3HU
Nnua 6e3 ero cornacus He AOMNYCKaoTCA.

2. OpraHbl rocyaapCTBeHHOW BAacTM M OpraHbl
MECTHOrO CaMOYyNpaBAeHMA, MX OO0NKHOCTHble

nmua 06a3aHbl obecneynTb KaXkaomy
BO3MOHOCTb O3HAaKOM/IEHMA C AOKYMEHTaMW U
maTepuanamu, HenocpeacTBeHHO

3aTparmBarvowmmm €ro npasa wu CBO6OAbI, ecnn
MHOE HE NPpeayCMOTPEHO 3aKOHOM.
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Chapter 2, The Constitution of the Russian
Federation

(adopted by nation-wide vote on December 12,
1993) (as amended by the Laws of the RF on
amending the RF Constitution dated December
30, 2008 No 6-FKZ, December 30, 2008 No 7-FKZ,
February 5, 2014 No 2-FKZ, July 21, 2014 No 11-
FKZ)

Article 23

1. Everyone shall have the right to the inviolability
of private life, personal and family secrets, the
protection of honor and good name.

2. Everyone shall have the right to privacy of
correspondence, of telephone conversations,
postal, telegraph and other messages. Limitations
of this right shall be allowed only by court
decision.

Article 24

1. The collection, storage, use and dissemination
of information about the private life of a person
shall not be allowed without his or her consent.

2. The bodies of state authority and local self-
government, their officials shall ensure for
everyone the possibility of acquainting with the
documents and materials directly affecting his or
her rights and freedoms, unless otherwise
provided for by law.
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CERTIFICATE OF TRANSLATION
I, Ekaterina Popova, am fully competent to translate from the Russian language into English,

and certify that the translation of Chapter 2, The Constitution of the Russian Federation —
Articles 23 and 24, attached hereto, is true and accurate to the best of my abilities.

/;, ) | l- _;\)
Ay

Signature of Translator Name of Translator

Address of Translator:
1835 Marker Street, 1717
Philadelphia, PA 19103
Telephone Number:
215-569-8901

Commonwealth of Pennsylvania
County of / A /{4 J ﬁ”“}éﬁ)/ e
Sworn to before me th'i'?)%‘ day of September 2018

ﬁ%ﬁ,%g@ /f{%@;wfz)u Notary Public

Commonwaalth of Pennsyivania

OCIAVIA Notatlal Seal
; DANIELSON - Notary puki
Clty o FHILADELPH{A, PHILIDEL{;H;;\ ckmv
My Cemmission Exnlres Sep 18, 2021
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Delivery Contract Commercial secret

c) The party that received the claim must review it and send written substantive response to the
other Party within 15 (fifteen) calendar days from receipt of relevant claim.

d) in the absence of the addressee at the location or the refusal of the addressee to receive the
claim, or the expiration of the period for keeping the letter of claim in the postal office, or in case
of not receiving the response within the period specified in p. 6.5 "c" of the Contract, or in the
event of disagreement with the reply, the interested Party has the right to file a lawsuit in court.

6.6. All disputes arising out of the Contract or in connection with it and not settled by the Parties
shall be resolved in court at the Plaintiff’s location.

6.7. Collection of Penalty interests is a right and not an obligation of the interested Party.

6.8. If the Buyer detects that the Supplier (Supplier's employees) violates the terms of the
Contract, the liability for which is stipulated in section 6 of the Agreement / and / or in Annexes
No. 5and/or No. 6 and/or No. 8 of the Contract, the Buyer is obligated to send the Supplier a
signed act (within five (5) business days from the date of the relevant act), and/or the request for
payment of a penalty (fine and/or fees).

The breach shall be deemed acknowledged by the Supplier, the obligation of the Supplier to pay
the Penalty (fine and/or fees) shall be deemed accrued: either from the moment of receipt from
the Supplier of the written acknowledgement of the breach by the Supplier; or if upon 15
(fifteen) calendar days from the date of receipt by the Supplier from the Buyer of the documents
provided for in the above paragraph of this clause of the Contract, the Buyer does not receive a
written objection from the Supplier with regard to the breach.

6.9. The Supplier shall pay to the Buyer the penalty (fine and/or fees) provided for hereby within
10 (ten) business days from the moment when the obligation of the Supplier to pay arose (clause
6.8 hereof).

In the event the Supplier fail to perform his payment obligation within the term set forth in the
first paragraph of this clause, the Buyer shall have the right to retain the amount of the penalty
(fine and/or fees) from the amounts payable by the Buyer to the Supplier hereunder.

7. FORCE MAJEURE

7.1 Each party shall bear no responsibility for failure to perform (or improper performance of) its
obligations hereunder in full or in part if such failure to perform occurred due to a force majeure
event that is beyond control of the Parties and arose after signing hereof, provided that the Party
could not liquidate the impact of such event by any means available to it.

Such event shall be: fire, flood, earthquake, typhoon, epidemic, war, acts (resolutions, including
by way of issuing regulatory acts) of the state authorities, that prevent performance hereunder, or
other force majeure circumstances.

Under such circumstances the term for performance hereunder shall be moved in proportion to
the period when the force majeure events were in place unless otherwise provided for by p. 5.2
hereof.
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Delivery Contract Commercial secret

7.2 The Party that cannot perform hereunder due to the force majeure events shall notify the
other Party in writing about occurrence and termination of such events as soon as possible but
not later than 5 (five) calendar days since the date when such events occurred (terminated)
(unless the events themselves do not prevent the Party from sending such notice).

8. CONFIDENTIALITY PROVISIONS. ANTI-CORRUPTION CLAUSE.

8.1 Each of the Parties hereby agrees to keep confidential the information about business
activity, property and financial state or other information about the other Party received within
the course of performance of obligations hereunder and marked as “Confidential information”,
“Commercial secret” or in any other similar way (hereinafter the “Confidential information”).
The fact of signing hereof and the terms hereof shall also constitute Confidential information.

Supplier Buyer

Signature Signature
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CERTIFICATE OF TRANSLATION
I, Ekaterina Popova, am fully competent to translate from the Russian language into English,

and certify that the translation of the Delivery Contract — Commercial Secret , attached hereto,
is true and accurate to the best of my abilities.

%%"W Flateciva Pﬁ pova—
1

Signature of Translator Name of Translator

Address of Translator:
1835 Marker Street, 1717
Philadelphia, PA 19103
“Telephone Number:
215-569-8901

Commonwealth of Pennsylvania
County of 7 f{?{//{? (/ ﬁé/éfﬁ

Sworn to before me this’/+7 day of September 2018

T
& Al 7. / ﬁwﬁ/éf Notary Public

Commenwaaith of Pennsylvania

oCTAY Notarial Se4l
1A DANIELSON - Nitary Public
CITY OF PHILADELPHIA, PHILIDELPRIA CNTY

My Commission Expiros Sap 14, 20121
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depepanbHbIii 3aKoOH oT 29.07.2004 N 98-93
(pea. ot 18.04.2018) "O KommepuecKoii TaHe"

Cratba 3. OCHOBHbIE NOHATUA, UCNO/Ib3yeMble B
HactosAwem PeaepanbHOM 3aKOHe

[Ona uenen Hactoawero PeaepanbHOro 3akoHa
MCMOJIb3YIOTCA CNeAYIoLLME OCHOBHbIE MOHATUA:

2) iudopmaLmsa, COCTaBNAIOLLANA KOMMEPYECKYHO
TaliHy, - cBedeHua woboro  xapaktepa
(npousBoacTBEHHbIE, TeXHUYecKue,
3KOHOMMYECKNE, OpraHM3aLUMOHHbIE U Apyrue),
B TOM YMC/e O pe3y/nbTaTax UHTEeNNEeKTyabHOM
[eATeNIbHOCTU B Hay4YHO-TeXHU4YecKkon cdepe, a
TakKe cBedeHMa o cnocobax ocyllecTsaeHUA
npodeccMoHanbHON AeATeNbHOCTM, KOTOpble
UMEIOT AEeNCTBUTENIbHYIO WUAM MOTEHLMANbHYIO
KOMMEPHUECKYIO LLIEHHOCTb B CUY HEM3BECTHOCTH
UX TPETbUM NMLEM, K KOTOPbIM Y TPETbUX UL,
HeT cBOB6OAHOrO [JOCTyNa Ha  3aKOHHOM
OCHOBaHMM W B  OTHOLUEHUM  KOTOPbIX
obnajatenem TakMX CBefieHUI BBeAeH pPesmnm
KOMMEpPYECKON TalHbl;

4) obnapatens MHGOPMALIMKM, COCTaBAAIOLLEMN
KOMMePUECKYI0 TalHy, - TNLL0, KOTOpOE BAageeT
MHPopMaLMeln, COCTaBAAIOWEN KOMMEPYECKYHO
TalHy, HAa 3aKOHHOM OCHOBAHWW, OrPaAHUYMNO
[OCTyn K 3ToM MHbOpMaLUUM U YCTaHOBWUAO B
OTHOLUEHMM €€ PEXUM KOMMEPUYECKON TalHbl;

Cratba 6. NpeaocraBneHne nHpopmauyun,
CcoCTaBNAOLW,Eeii KOMMEPUYECKYIO TalHY

1. O6bnagaTenb MHPOPMaLMKU, COCTaBAAIOLLEN
KOMMEpPYECKYIO TalHy, NO MOTUBMPOBAHHOMY
TpeboBaHMIO OpraHa rocygapcTBeHHOW BAacTy,
MHOFO TrOCYAapCTBEHHOrO OpraHa, opraHa
MECTHOro CamoynpaB/ieHMA NpeaocTaBAdaeT Um
Ha 6e3Bo3me3gHol ocHoBe WHdopmaumto,
COCTaB/IAOLLYIO KOMMEPYECKYHO TanHy.
MoTuBupoBaHHOe TpeboBaHME AO/KHO ObITb
NnoAnMcaHo YMNOJIHOMOYEHHbIM AO0MKHOCTHLIM
NINLOM, COAEpKaTb YKa3aHMe LUenn U NpaBoBoOro
OCHOBaHMUA 3aTpeboBaHUs nHbopmauuuy,
COCTaB/IAIOWLIEN KOMMEPYECKYIO TaliHy, U CPOK
npeaocTaB/eHna 3Tol MHopMaLUUK, ecnr nHoe
He ycTaHoBNeHO deaepanbHbIMU 3aKOHAMMU.

2. B cnyyae oTtKasa obnagatensa uHdopmauum,
COCTaBAAOLLEN KOMMEpPYECKYHO TalHy,
npefocTaBUTb €e OpraHy rocyAapCTBEHHOM
BNACTW, MHOMY T[OCYAAPCTBEHHOMY OpraHy,

Federal Law No. 98-FZ of July 29, 2004 “On
commercial secrecy” (as amended on April 18,
2018)

Article 3. Basic notions used in this federal law

For the purposes of this Federal law the following
basic notions shall be used:

2) information comprising a commercial secret (a
production secret) means information of any
character (production, technical, economic,
organizational, etc.), including that on the results of
intellectual activity in the scientific and technical
area, as well as information on the methods for the
performance of professional activity of an actual or
a potential commercial value because it is unknown
to the third persons, because the third person have
no free access to it on lawful grounds and with
respect to which the possessor of such information
has introduced the regime of commercial secrets;

4) holder of information constituting a commercial
secret means a person who is in possession of
information constituting a commercial secret and
who restricted access to such information and
instituted in respect of such information a regime of
commercial secrecy;

Article 6. Supply of information constituting a
commercial secret

1. The holder on information constituting a
commercial secret shall, upon a motivated request
of a state power body, other state authority, body
of local self-government, furnish them on an
uncompensated basis with information constituting
a commercial secret. The motivated request shall be
signed by a duly authorised official, contain a
statement of purpose and legal grounds for
requested information constituting a commercial
secret and also time limits for supply of such
information, unless otherwise is provided under
federal laws.

2. Upon refusal of the holder of information
constituting a commercial secret to furnish it to a
state power body, other state authority or body of
local self-government, the agencies shall have the
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OpraHy MeCTHOrO CamoynpaB/ieHUs JaHHble
opraHbl Brpase 3aTpeboBaTh 3Ty MHPOPMaLMIO B
cynebHom nopsake.

3. Obnapatens MHbOPMaLUK, COCTaBAAIOLLEN

KOMMEPYECKYID TallHy, a TaKXe opraHbl
rocyapcTBeHHon BAacTH, WHble
rocy4apCTBEeHHble OpraHbl, OpraHbl MECTHOrO
camoynpasfeHus, nony4YnsLime TaKylo

MHbOPMaLMIO B COOTBETCTBMM C 4YacTbio 1
HacToALen cTaTbn, 065A3aHbl NPeaoCTaBUTb 3Ty
WHbOPMaUmMio MO 3anpocy CcynoB, OpraHoB
npeaBapuUTeNbHOro cneacTeus, opraHos
OO3HaHMA MO Aenam, HaxoAAwMMcA B MX
NnpousBoAcCTBe, B NOPAAKE M Ha OCHOBaHMUAX,
KOTopble NpeaycMOTPeHbl 3aKOHOAATeNbCTBOM
Poccuitckoit egepaumu.

Cratba 6.1. NpaBa obnaparena nHbopmauymm,
cocTaBAsoOLWeil KOMMepYeCcKyto TalHy

2. Obnapgatens MHbOpMaLMK, cocTaBAatowWweln
KOMMEPYECKYIO TallHy, UMeeT Npaso:

3) paspewaTb wAM 3anpewatb AOCTyN K
MHOOPMaLMK, COCTABAAIOLLEA KOMMEPYECKYHO
TaliHy, onpeaenaTb NOPALOK U YyCN0BMA A0CTyna
K 3TOM MHPOpMaUum;

4) TpeboBaTb OT OPUANYECKUX NNL, PUINYECKMX
L,  MOMYYMBLUMX AOCTYyNn K WHopmaumm,
COCTaB/AOLWEN KOMMEPYECKYIO TaliHy, OpPraHoB
rocyZapCcTBeHHOW BNACTH, MHBIX
roCcyZapCTBEHHbIX OPraHOB, OPraHOB MECTHOTrO
CaMoynpaBneHus, KOTOpbiIM NpeaocTaB/ieHa
MHPOPMaLMsA, COCTaBAAIOLWEAA KOMMEPYECKYIO
TalHy, cobntogeHMa 06A3aHHOCTEN MO OXpaHe
ee KoHPMAEeHUNANbHOCTY;

CratbAa 15. OTBeTCTBEHHOCTb 3a
HenpeaoCTaB/JeHUe opraHam rocygapcTBeHHOM
BNACTU, MUHbIM rOCYy[apCTBEHHbIM OpPraHam,
opraHam MeCTHOro camoynpas/ieHuA
mHpopmMaLMmn, cocTaBaaIoLWei KOMMeEpPUECKyo
TalHy

HeBbinonHeHne ob6nagatenem WHPOpPMaUUK,

cocTaBaawoLei KOMMEPYECKYL0 TaliHy,
3aKOHHbIX TpeboBaHuUI opraHos
rocyZapCcTBeHHOW BNACTH, MHBIX

roCcyZapCTBEHHbIX OPraHOB, OPraHOB MECTHOrO
camoynpaBneHua O MPeAoCTaBAEHUM UM
MHPOPMaLMK, COCTaBAAIOLWEN KOMMEPYECKYIO
Taliny, a paBHO BOCMpenATCTBOBaHME
NONIYYEHUIO  AO/IKHOCTHBIMU  INLAMM  3TUX

right to ask for that information via a court.

3. The holder of information constituting a
commercial secret and also state power bodies,
other state authorities and bodies of local self-
government that acquired such information shall,
under Part 1 of this Article, be obligated to furnish
such information at the request of courts of law,
investigating agencies, agencies in charge of a
pretrial inquest regarding cases handled by them,
by the procedure and on the grounds as stipulated
under the legislation of the Russian Federation.

Article 6.1. Rights of the holder of the information
constituting a commercial secret

2. The holder of the information constituting a
commercial secret shall have the right to:

3) permit or restrict access to the information
constituting a commercial secret, determine the
procedure and terms for access to such
information;

4) require that legal entities, individuals that gained
access to the information constituting a commercial
secret, state power bodies, other state authorities
and bodies of local self-government that acquired
information constituting a commercial secret,
comply with the obligation to preserve its
confidentiality;

Article 15. Liability for non-provision of
information constituting a commercial secret to
the state power bodies, other state authorities,
bodies of local self-government

Failure of the holder of information constituting a
commercial secret to comply with the lawful
requests of the state power bodies, other state
authorities, bodies of local self-government
regarding the supply to them of information
constituting a commercial secret and also hindering
the officials of those bodies to receive such
information shall entail liability as is envisaged
under the legislation of the Russian Federation.
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OpraHoB YyKasaHHOW WHdoOpmauuUM BAeyeT 3a
coboil OTBETCTBEHHOCTb B COOTBETCTBUM C
3aKoHoAaTeNbCTBOM Poccuiickoit Pegepauuu.
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CERTIFICATE OF TRANSLATION

I, Ekaterina Popova, am fully competent to translate from the Russian language into English,
and certify that the translation of Articles 3, 6 and 15 of the Federal Law No. 98-FZ of July
29, 2004 “On commercial secrecy” as amended on April 18, 2018, attached hereto, is true and
accurate to the best of my abilities.
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‘Z’{/%‘{/*\ﬂ———m E \L’.{q Yen {’3 i v

Signature of Translator Name of Translator

Address of Translator:
1835 Marker Street, 1717
Philadelphia, PA 19103
Telephone Number:
215-569-8901

Commonwealth of Pennsylvania
County of /?/;’ /{;? éil:/ﬁ ;f:;?/{ v
Sworn to before me this’iéfi day of September 2018

(%”f?fe}w /zémﬁfév Notary Public

Qammanwanlih of Pennsylvania

Notarial Seal
£ 1AVEA DANIELSON - Notary Public
€11 6 PHILARELIMIA, PHILIDELPHIA CNTY
My Commisslon kxpires Sep 18, 2021
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EXHIBIT 4



Exhibit A

depepanbHbiii 3akoH ot 27.07.2006 N 149-¢3
(pea. ot 19.07.2018) "O6 wmHbopmauum,
MHPOPMALIMOHHBIX TEXHOMIOTUAX U O 3awure
mHpopmauun"

Cratba 2. OCHOBHbIE NOHATUA, UCNO/Ib3yemble B
HactosAwem PeaepanbHOM 3aKOHe

B HacToALwwem CDe,u,epaano:v\ 3aKOHEe UCNOJ1b3yHOTCA
cnepytouwine OCHOBHble MOHATUA:

1) nupopmaumsa - ceegeHus (coobeHuns, aaHHbIe)
He3aBMCUMO OT GOPMbI UX NpeacTaBAeHUs;

CraTtba 6. O6nagatenb Hpopmauum

3. Obnagatens WHOOPMALMKW, €CAIN WHOE He
npeaycMoTpeHo depepanbHbIMU 3aKOHamM,
Brpase:

1) paspewatb WAM oOrpaHMuMBaTL AOCTYN K
MHPOpMauuKn, onpeaenatb MNOPAAOK M yCa0BUA
TaKoro AocTyna;

3) nepefasaTb MHGOPMALMIO APYTMM MLAM MO
[OroBOPY MM Ha MHOM YCTaHOBJIEHHOM 33aKOHOM
OCHOBaHWK;

4)  3aWwMWaTtb  YCTaHOB/AEHHbIMM  3aKOHOM
cnocobamu CBOM MpaBa B CAyyae HE3aKOHHOro
nonyyeHna wnHGOpPMaUMM WA €e HEe3aKOHHOro
NCMNO/1b30BaHNA MHbIMW NNLAMW;
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Federal law No. 149-fz dated July 27, 2006 “On
information, information technologies and
protection of information” as amended on July
19, 2018

Article 2. Basic Notions Used in this Federal Law

This Federal
notions:

Law uses the following basic

1) information means data (reports, records)
irrespective of the form of their presentation;

Article 6. Holder of Information

3. The holder of information shall, unless
otherwise envisaged under federal laws, have
the right:

1) to allow or restrict access to information,
determine the procedure and terms of that
access;

3) to transfer information to other persons
under a contract or on other legally established
grounds;

4) to protect by legally established means his or
her rights in the case of illegal receipt of
information or illegal use of same by other
persons;
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CERTIFICATE OF TRANSLATION

I, Ekaterina Popova, am fully competent to translate from the Russian language into English,
and certify that the translation of Articles 2 and 6 of the Federal law No. 149-fz dated July 27,
2006 “On information, information technologies and protection of information” as
amended on July 19, 2018, attached hereto, is true and accurate to the best of my abilities.
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Signature of Translator Name of Translator

Address of Translator:
1835 Marker Street, 1717
Philadelphia, PA 19103
Telephone Number:
215-569-8901

Commonwealth of Pennsylvania
County of 'ﬂ/’ ﬁ diﬁ,é/;{;ﬁ
Sworn fo before me th@ﬁ){%’ day of September 2018

Lt

—

e

U oo Notary Public

Gommuonwaalth of Pennsylvania

Notarlal Seal
OCTAVIA DANIELSON - Natary Pubtic
CITY OF PHILADELPHIA, PHILIDELPHIA CNTY
My Commission Explres Sep 18, 2021
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Exhibit A

"YronoBHblii Kogekc Poccuiickoit depepauun”
o7 13.06.1996 N 63-®3 (pep. or 29.07.2018)

Cratba 137. HapyweHue HenpuUKOCHOBEHHOCTU
YaCTHOW }KU3HU

1. He3akoHHOe cobupaHune num
pacnpocTpaHeHne CBeAEHWUI O YaCTHOM KMU3HMU
/M@, COCTaBAAIOLWMX €70 JINYHYIO NN CEMENHYIO
TanHy, 6e3 ero cornacma nmbo pacnpoctpaHeHue
3TUX CcBegeHuU B NyBAMYHOM  BbICTYNAEHUM,
Ny6AMYHO AEMOHCTPUPYIOWLEMCA NPOU3BEAEHNN
WU CpeacTBax MaccoBon MHpopmaLmm -

HaKa3blBaloTcA WTpadom B pasmepe A0 ABYXCOT
TbicaAY pybneit nnmn B pasamepe 3apaboTHON Nnatbl
WU MHOTO A0X0A4a OCYXKAEHHOro 3a mepuofd Ao
BOCEMHaALUaTM mecsaues, AMb6o obA3aTenbHbIMM
paboTamMyM Ha CpPOK A0 TPEXCOT LWeCcTUAEecATH
YyacoB, MO0 UCNpaBUTENbHBIMU paboTamu Ha
CPOK 40 OAHOro roga, AMbo NPUHYAUTENbHLIMU
paboTamy Ha CPOK A0 ABYX JeT C JAUeHUem
npasa 3aHMMaTb onpeAesieHHble AONKHOCTM UK
3aHMMaTbCA ONnpeAeNeHHON AeATeNbHOCTbIO Ha
CpOK Ao Tpex netr wam 6e3 Takosoro, anbo
apecTom Ha CPOK A0 4yeTblpex mecAues, Anbo
NviweHnem csoboapl Ha CPOK A0 ABYX /eT C
NMIIEHMEM NpaBa 3aHWUMaTb OnpeaesieHHble
OO/IKHOCTM  MAM  3aHMMATbCA  ONpeaeneHHoM
AeATeNbHOCTbIO HA CPOK A0 Tpex /eT.

2. Te e peAaHwua,
MCMoJib30BaHNEM
NONOXKeHUs, -

COBepLIEHHbIe INLOM C
cBOero cny»KebHoro

HaKa3blBaloTCA WTPadpoM B pasmepe OT CTa TbicAY
00 TpexcoT TbicAY pybneli wuamM B pasmepe
3apaboTHOM  naaTbl  WAM  MHOFO  A0X0Aa
OCYKAEHHOro 3a Nepuoa, oT OAHOro roda Ao ABYX
net, ambo AvweHMem npaBa  3aHWMaTb
onpegeneHHble [O/KHOCTM WAM  3aHUMMATbCA
onpeneneHHol AeATeNIbHOCTbIO Ha CPOK OT ABYX
[0 NATU NeT, AMbo NpUHYAUTENbHbIMKU paboTamu
Ha CPOK A0 YeTblpex NeT C /MeHWeM npasa
3aHMMaTb  OnpefesieHHble  AO/KHOCTU  UAN
3aHMMaTbCA ONpeAeNeHHON AeATeNbHOCTbIO Ha
CPOK Ao nAtTM neT uam 6e3 Takosoro, Anbo
apecTom Ha CPOK [0 lecTu mecaues, anbo
NvweHnem cBoboabl Ha CPOK A0 YeTbipex neT C
JIMILEHVEM TNpaBa 3aHUMATb OMNpefesieHHble
OONKHOCTM  WAM  3aHMMATbCA  OMpeaeneHHoM
AEeATeNbHOCTbIO HA CPOK A0 NATH NeT.

“The Criminal Code of the Russian Federation”
dated June 13, 1996 (as amended on July 29,
2018)

Article 137. Invasion of personal privacy

1. lllegal collection or spreading of information
about the private life of a person which
constitutes his personal or family secrets, without
his consent, or the distribution of this
information in a public speech, in a publicly
performed work, or in the mass media,

shall be punishable by a fine in the amount up to
200 thousand rubles, or in the amount of the
salary, or any other income of the convicted
person for a period up to 18 months, or by
compulsory works for a term up to 360 hours, or
by corrective labor for a term of up to one year,
or by compulsory labor for a term of up to two
years with or without deprivation of the right to
occupy specified offices or engage in specified
activities for a term of three years or by arrest for
up to four months, or by imprisonment for up to
two years with deprivation of the right to occupy
specified offices or engage in specified activities
for a term of up to three years.

2. The same deeds committed by a person
through his official position,

shall be punishable by a fine in the amount from
100 to 300 thousand rubles, or in the amount of
the salary, or any other income of the convicted
person for a period from one to two years, or by
deprivation of the right to occupy specified
offices or engage in specified activities for a term
of two to five years, or by compulsory works for a
term of up to four years with or without
deprivation of the right to occupy specified
offices or engage in specified activities for a term
of up to five years, or by arrest for up to six
months, or by imprisonment for up to four years
with deprivation of the right to occupy specified
offices or engage in specified activities for a term
of up to five years.
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Cratba 183. He3aKoHHble nonyyeHue wm
pasrnaweHue cBeAeHuid, COCTaBAAOLWMX
KOMMepPYEeCKylo, Hanorosyto unu 6aHKOBCKYIO
TaliHy

2. He3aKoHHble pasrnaweHue nnm
MCMo/Mb30BaHWe  CBeAeHWUW,  COCTaBAAIOLLMX
KOMMEPYECKYIO, Ha/NoroByld WAM 6GaHKOBCKYHO

TanHy, 6e3 corfacus WX BAaAeNbLA JIULOM,
KoTopoMy oOHa 6blna JoBepeHa MAM  cTana
M3BeCTHa no cny»be nunn paborte, -

HaKasblBaloTcA WTpadom B pasmepe A0 OLHOro
MUWANOHA pybnei uan B pasamepe 3apaboTHOM
nnatel WAW MHOTO [OXO4A OCYKAEHHOro 3a
nepuod [0 ABYX JIeT C JAWWIEHMEM npasa
3aHMMaTb  OnpefesieHHble  AOKHOCTU  UAn
3aHMMaTbCA ONpeAeNeHHol AeATeNbHOCTbIO Ha
CPOK A0 Tpex ner, nAMbo uMCnpaBUTENbHbIMU
pabotammM Ha Ccpok [0 AByx JseT, aubo
NpuUHyauTenbHbIMM paboTamu Ha CPOK A0 Tpex
neT, "Mbo nulieHnem cBoboapl Ha TOT Ke CPOK.

3. Te e AeAHuA, NPUYMHUBLLME KPYMHbIA yuwep6
nnn coseplUeHHble n3 KOPbICTHOM
3aMHTEPECOBAHHOCTY, -

HaKa3blBaloOTCA WTpadom B pasmepe A0 OAHOro
MWAZIMOHA NATUCOT ThiCAY pybaein unum B pasmepe
3apaboTHOM  nnaTbl  WAM  MHOFO  A0X0A4a
OCY)KAEHHOro 3a nepuos [0 Tpex JeT c
NIMILIEHVEM MpaBa 3aHUMaTb oOnpeaesieHHble
OONMKHOCTM  WAM  3aHMMATbCA  OMpeaeneHHoM
AeATeNbHOCTbIO HAa CPOK A0 Tpex JfeT, nnbo
NPUHYAMTENbHBIMM paboTammn Ha CPOK A0 MATU
net, inbo NnweHnem ceoboapbl Ha TOT Ke CPOK.

Article 183. The lllegal Receipt and Disclosure of
Information Classified as a Commercial, Tax or
Banking Secret

2. The illegal disclosure or use of information
classified as a commercial, tax or banking secret,
without the consent of the owner thereof by a
person to whom it is entrusted or became known
in the line of service or work -

shall be punishable with a fine in the amount of
up to 1 million rubles or in the amount of the
salary, or other income of the convicted person
for a period of up to two years with deprivation
of the right to occupy specified offices or engage
in specified activities for a term of up to three
years, or by corrective labor for a term of up to
two years, or by compulsory labor for a term of
up to three years, or by imprisonment for the
same term.

3. The same actions which have inflicted large-
scale harm or which have been committed with a
mercenary interest -

shall be punishable with a fine in an amount of
up to 1.5 million rubles or in the amount of the
salary or other income of the convicted person
for a period of up to 3 years with deprivation of
the right to occupy specified offices or engage in
specified activities for a term of up to three
years, or with compulsory labor for a term of up
to five years, or with imprisonment for the same
term.
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CERTIFICATE OF TRANSLATION

I, Ekaterina Popova, am fully competent to translate from the Russian language into English,
and certify that the translation of Articles 138 and 183 of the Criminal Code of the Russian
Federation dated June 13, 1996 as amended on July 29, 2018, attached hereto, is true and
accurate to the best of my abilities.
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Signature of Translator Name of Translator

Address of Translator:
1835 Marker Street, 1717
Philadelphia, PA 19103
Telephone Number:
215-569-8901

Commonwealth of Pennsylvania
County of /%,,/;%; wéf‘;’éféf 77
Sworn to before me th1sfg}_% day of September 2018

f%/fé’é e ,/ T Notary Public

Commanwaalth of Pannsylvania

Notarial Seal
OCTAVIA DANIELSON - Notary Public
CHTY CF PHILADELPHIA, PHILIDELPHIA CNTY
My Commission Explies Sep 18, 2621
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EXHIBIT 6



"IpaxkaaHcKkuii Koaekc Poccuiickoit ®epepauum
(uactb nepsan)"” or 30.11.1994 N 51-d3 (pea. ot
03.08.2018)

CraTtbsa 15. Bo3amelyeHue ybbITKOB

1. J/lnuo, npaBO KOTOPOro HapyLeHO, MOXKeT
TpeboBaTb MOSHOIO BO3MELLEHUA MPUYMHEHHbIX
emMmy ybbITKOB, eC/IM 3aKOHOM MM AOFOBOPOM He
npeaycMOTPeHO  BO3MeleHWe  ybbITKOB B
MeHbLLEeM pasmepe.

2. Nopg, ybbITKaMM NMOHMMAKOTCA PACcXoAbl, KOTOpPbIe
MU0, Ybe MNPaBO HapyWeHO, MPOMU3BENO WU
AO/IKHO 6yaeT npomsBecTy AN BOCCTAHOBNEHMSA
HapyLlleHHOro npasa, yTpaTa MAW NoBpeXaeHue
ero mmyllectsa (peanbHblt yulepb), a Takke
HEeno/sy4YeHHble A0XOAbl, KOTOpble 3TO AMUO
noayuymno  6bl nNpu  OBbIYHLIX  YCAOBUAX
rpaskaaHckoro obopota, ecnn 6bl ero npaso He
6b1710 HapyLweHo (ynyuieHHas Bbiroaa).

Ecnrv nnuo, HapylwuBlwee npaBo, MOAYYMIO
BC/IeACTBME 3TOrO A0X0AbI, ML, NPaBO KOTOPOro
HapyweHo, BnpaBe TpeboBaTb BO3MelLEHMA
HapaAay ¢ ApYrMmm ybbITKamm ynyLueHHOM BbiroAbl
B pa3mepe He MeHblUeMm, Yem TaKue 40X04pbl.
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“The Civil Code of the Russian Federation (part
one)” dated November 30, 1994 No 51-FZ (as
amended on August 3, 2018)

Article 15. Compensation of Damages

1. The person, whose right has been violated, shall
be entitled to demand the full recovery of the
damages inflicted upon him, unless the recovery
of damages in a smaller amount has been
stipulated by law or by the agreement.

2. The damages shall include the expenses, which
the person, whose right has been violated, made
or will have to make to restore the violated right,
the loss or the damage done to his property (the
compensatory damage), and also the unreceived
profits, which this person would have derived
under the ordinary conditions of the civil turnover,
if his right were not violated (the missed profit).

If the person, who has violated the right of
another person, has derived profits as a result of
this, the person, whose right has been violated,
shall have the right to claim, alongside with the
compensation of his other losses, also the
compensation of the missed profit in the amount
not less than such profits.
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CERTIFICATE OF TRANSLATION

1, Ekaterina Popova, am fully competent to translate from the Russian language into English,
and certify that the translation of the Article 15 of the “The Civil Code of the Russian
Federation {(part one)” dated November 30, 1994 No 51-FZ as amended on August 3, 2018,
attached hereto, is true and accurate to the best of my abilities.
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Signature of Translator Name of Translator

Address of Translator:
1835 Marker Street, 1717
Philadelphia, PA 19103
Telephone Number:
215-569-8901

Commonwealth of Pennsylvania
County of / /gf‘/{é d{%{é)/ﬁ s

Sworn to before me tbﬁ}%/w_;_ day of September 2018
(Zi’ {‘mjzﬁf ?Zf{:’;wﬁ e Notary Public

Commonwsallh of Pannsylvania

Nuta.r'ia! Seal
OETAVIA DANIELSON
—Not
GiTY oF PHILADELPHIA, PHJLI?J.;);;I-‘:;:\[)(!?!:JTY
iy Commlssion Explres Sep 15, 200




Case 3:16-cv-00024-CHB-RSE Document 120-1 Filed 09/17/18 Page 45 of 61 PagelD #:
Exhiii A

EXHIBIT 7
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HAGUE CONFERENCE ON
PRIVATE INTERNATIONAL LAW
CONFERENCE DE LA HAYE
DE DROIT INTERNATIONAL PRIVE

20. CONVENTION ON THE TAKING OF EVIDENCE
ABROAD IN CIVIL OR COMMERCIAL MATTERS!?

(Concluded 18 March 1970)

The States signatory to the present Convention,

Desiring to facilitate the transmission and execution of Letters of Request and to further the
accommodation of the different methods which they use for this purpose,

Desiring to improve mutual judicial co-operation in civil or commercial matters,

Have resolved to conclude a Convention to this effect and have agreed upon the following provisions —

CHAPTER | — LETTERS OF REQUEST

Article 1

In civil or commercial matters a judicial authority of a Contracting State may, in accordance with the
provisions of the law of that State, request the competent authority of another Contracting State, by
means of a Letter of Request, to obtain evidence, or to perform some other judicial act.

A Letter shall not be used to obtain evidence which is not intended for use in judicial proceedings,
commenced or contemplated.

The expression "other judicial act" does not cover the service of judicial documents or the issuance of
any process by which judgments or orders are executed or enforced, or orders for provisional or
protective measures.

Article 2

A Contracting State shall designate a Central Authority which will undertake to receive Letters of Request
coming from a judicial authority of another Contracting State and to transmit them to the authority
competent to execute them. Each State shall organise the Central Authority in accordance with its own
law.

Letters shall be sent to the Central Authority of the State of execution without being transmitted through
any other authority of that State.

Article 3

A Letter of Request shall specify —

a) the authority requesting its execution and the authority requested to execute it, if known to the
requesting authority;

b) the names and addresses of the parties to the proceedings and their representatives, if any;

c) the nature of the proceedings for which the evidence is required, giving all necessary information
in regard thereto;

d) the evidence to be obtained or other judicial act to be performed.

! This Convention, including related materials, is accessible on the website of the Hague Conference on Private
International Law (www.hcch.net), under “Conventions” or under the “Evidence Section”. For the full history of the
Convention, see Hague Conference on Private International Law, Actes et documents de la Onziéeme session
(1968), Tome 1V, Obtention des preuves (219 pp.).
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Where appropriate, the Letter shall specify, inter alia —

e) the names and addresses of the persons to be examined;

f) the questions to be put to the persons to be examined or a statement of the subject-matter about
which they are to be examined;

9) the documents or other property, real or personal, to be inspected,;

h) any requirement that the evidence is to be given on oath or affirmation, and any special form to
be used,;

i) any special method or procedure to be followed under Article 9.

A Letter may also mention any information necessary for the application of Article 11.
No legalisation or other like formality may be required.

Article 4

A Letter of Request shall be in the language of the authority requested to execute it or be accompanied
by a translation into that language.

Nevertheless, a Contracting State shall accept a Letter in either English or French, or a translation into
one of these languages, unless it has made the reservation authorised by Article 33.

A Contracting State which has more than one official language and cannot, for reasons of internal law,
accept Letters in one of these languages for the whole of its territory, shall, by declaration, specify the
language in which the Letter or translation thereof shall be expressed for execution in the specified parts
of its territory. In case of failure to comply with this declaration, without justifiable excuse, the costs of
translation into the required language shall be borne by the State of origin.

A Contracting State may, by declaration, specify the language or languages other than those referred to
in the preceding paragraphs, in which a Letter may be sent to its Central Authority.

Any translation accompanying a Letter shall be certified as correct, either by a diplomatic officer or
consular agent or by a sworn translator or by any other person so authorised in either State.

Article 5
If the Central Authority considers that the request does not comply with the provisions of the present
Convention, it shall promptly inform the authority of the State of origin which transmitted the Letter of
Request, specifying the objections to the Letter.

Article 6
If the authority to whom a Letter of Request has been transmitted is not competent to execute it, the
Letter shall be sent forthwith to the authority in the same State which is competent to execute it in
accordance with the provisions of its own law.

Article 7
The requesting authority shall, if it so desires, be informed of the time when, and the place where, the
proceedings will take place, in order that the parties concerned, and their representatives, if any, may
be present. This information shall be sent directly to the parties or their representatives when the
authority of the State of origin so requests.

Article 8
A Contracting State may declare that members of the judicial personnel of the requesting authority of
another Contracting State may be present at the execution of a Letter of Request. Prior authorisation by
the competent authority designated by the declaring State may be required.

Article 9

The judicial authority which executes a Letter of Request shall apply its own law as to the methods and
procedures to be followed.
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However, it will follow a request of the requesting authority that a special method or procedure be
followed, unless this is incompatible with the internal law of the State of execution or is impossible of
performance by reason of its internal practice and procedure or by reason of practical difficulties.

A Letter of Request shall be executed expeditiously.

Article 10

In executing a Letter of Request the requested authority shall apply the appropriate measures of
compulsion in the instances and to the same extent as are provided by its internal law for the execution
of orders issued by the authorities of its own country or of requests made by parties in internal
proceedings.

Article 11

In the execution of a Letter of Request the person concerned may refuse to give evidence in so far as

he has a privilege or duty to refuse to give the evidence —

a) under the law of the State of execution; or

b) under the law of the State of origin, and the privilege or duty has been specified in the Letter, or,
at the instance of the requested authority, has been otherwise confirmed to that authority by the
requesting authority.

A Contracting State may declare that, in addition, it will respect privileges and duties existing under the
law of States other than the State of origin and the State of execution, to the extent specified in that
declaration.

Article 12

The execution of a Letter of Request may be refused only to the extent that —

a) in the State of execution the execution of the Letter does not fall within the functions of the
judiciary; or

b) the State addressed considers that its sovereignty or security would be prejudiced thereby.

Execution may not be refused solely on the ground that under its internal law the State of execution
claims exclusive jurisdiction over the subject-matter of the action or that its internal law would not admit
a right of action on it.

Article 13

The documents establishing the execution of the Letter of Request shall be sent by the requested
authority to the requesting authority by the same channel which was used by the latter.

In every instance where the Letter is not executed in whole or in part, the requesting authority shall be
informed immediately through the same channel and advised of the reasons.

Article 14

The execution of the Letter of Request shall not give rise to any reimbursement of taxes or costs of any
nature.

Nevertheless, the State of execution has the right to require the State of origin to reimburse the fees
paid to experts and interpreters and the costs occasioned by the use of a special procedure requested
by the State of origin under Article 9, paragraph 2.

The requested authority whose law obliges the parties themselves to secure evidence, and which is not
able itself to execute the Letter, may, after having obtained the consent of the requesting authority,
appoint a suitable person to do so. When seeking this consent the requested authority shall indicate the
approximate costs which would result from this procedure. If the requesting authority gives its consent it
shall reimburse any costs incurred; without such consent the requesting authority shall not be liable for
the costs.
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CHAPTER Il — TAKING OF EVIDENCE BY DIPLOMATIC OFFICERS, CONSULAR AGENTS AND COMMISSIONERS

Article 15

In a civil or commercial matter, a diplomatic officer or consular agent of a Contracting State may, in the
territory of another Contracting State and within the area where he exercises his functions, take the
evidence without compulsion of nationals of a State which he represents in aid of proceedings
commenced in the courts of a State which he represents.

A Contracting State may declare that evidence may be taken by a diplomatic officer or consular agent
only if permission to that effect is given upon application made by him or on his behalf to the appropriate
authority designated by the declaring State.

Article 16

A diplomatic officer or consular agent of a Contracting State may, in the territory of another Contracting

State and within the area where he exercises his functions, also take the evidence, without compulsion,

of nationals of the State in which he exercises his functions or of a third State, in aid of proceedings

commenced in the courts of a State which he represents, if —

a) a competent authority designated by the State in which he exercises his functions has given its
permission either generally or in the particular case, and

b) he complies with the conditions which the competent authority has specified in the permission.

A Contracting State may declare that evidence may be taken under this Article without its prior
permission.

Article 17

In a civil or commercial matter, a person duly appointed as a commissioner for the purpose may, without

compulsion, take evidence in the territory of a Contracting State in aid of proceedings commenced in the

courts of another Contracting State if —

a) a competent authority designated by the State where the evidence is to be taken has given its
permission either generally or in the particular case; and

b) he complies with the conditions which the competent authority has specified in the permission.

A Contracting State may declare that evidence may be taken under this Article without its prior
permission.

Article 18

A Contracting State may declare that a diplomatic officer, consular agent or commissioner authorised to
take evidence under Articles 15, 16 or 17, may apply to the competent authority designated by the
declaring State for appropriate assistance to obtain the evidence by compulsion. The declaration may
contain such conditions as the declaring State may see fit to impose.

If the authority grants the application it shall apply any measures of compulsion which are appropriate
and are prescribed by its law for use in internal proceedings.

Article 19

The competent authority, in giving the permission referred to in Articles 15, 16 or 17, or in granting the
application referred to in Article 18, may lay down such conditions as it deems fit, inter alia, as to the
time and place of the taking of the evidence. Similarly it may require that it be given reasonable advance
notice of the time, date and place of the taking of the evidence; in such a case a representative of the
authority shall be entitled to be present at the taking of the evidence.
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Avrticle 20

In the taking of evidence under any Article of this Chapter persons concerned may be legally
represented.

Article 21

Where a diplomatic officer, consular agent or commissioner is authorised under Articles 15, 16 or 17 to

take evidence —

a) he may take all kinds of evidence which are not incompatible with the law of the State where the
evidence is taken or contrary to any permission granted pursuant to the above Articles, and shall
have power within such limits to administer an oath or take an affirmation;

b) a request to a person to appear or to give evidence shall, unless the recipient is a national of the
State where the action is pending, be drawn up in the language of the place where the evidence
is taken or be accompanied by a translation into such language;

C) the request shall inform the person that he may be legally represented and, in any State that has
not filed a declaration under Article 18, shall also inform him that he is not compelled to appear or
to give evidence;

d) the evidence may be taken in the manner provided by the law applicable to the court in which the
action is pending provided that such manner is not forbidden by the law of the State where the
evidence is taken;

e) a person requested to give evidence may invoke the privileges and duties to refuse to give the
evidence contained in Article 11.

Article 22
The fact that an attempt to take evidence under the procedure laid down in this Chapter has failed, owing

to the refusal of a person to give evidence, shall not prevent an application being subsequently made to
take the evidence in accordance with Chapter I.

CHAPTER Il — GENERAL CLAUSES

Article 23

A Contracting State may at the time of signature, ratification or accession, declare that it will not execute
Letters of Request issued for the purpose of obtaining pre-trial discovery of documents as known in
Common Law countries.

Article 24
A Contracting State may designate other authorities in addition to the Central Authority and shall
determine the extent of their competence. However, Letters of Request may in all cases be sent to the
Central Authority.
Federal States shall be free to designate more than one Central Authority.

Article 25
A Contracting State which has more than one legal system may designate the authorities of one of such
systems, which shall have exclusive competence to execute Letters of Request pursuant to this
Convention.

Article 26

A Contracting State, if required to do so because of constitutional limitations, may request the
reimbursement by the State of origin of fees and costs, in connection with the execution of Letters of
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Request, for the service of process necessary to compel the appearance of a person to give evidence,
the costs of attendance of such persons, and the cost of any transcript of the evidence.

Where a State has made a request pursuant to the above paragraph, any other Contracting State may
request from that State the reimbursement of similar fees and costs.

Article 27

The provisions of the present Convention shall not prevent a Contracting State from —

a) declaring that Letters of Request may be transmitted to its judicial authorities through channels
other than those provided for in Article 2;

b) permitting, by internal law or practice, any act provided for in this Convention to be performed
upon less restrictive conditions;

c) permitting, by internal law or practice, methods of taking evidence other than those provided for
in this Convention.

Article 28

The present Convention shall not prevent an agreement between any two or more Contracting States to

derogate from —

a) the provisions of Article 2 with respect to methods of transmitting Letters of Request;

b) the provisions of Article 4 with respect to the languages which may be used;

c) the provisions of Article 8 with respect to the presence of judicial personnel at the execution of
Letters;

d) the provisions of Article 11 with respect to the privileges and duties of withesses to refuse to give
evidence;

e) the provisions of Article 13 with respect to the methods of returning executed Letters to the
requesting authority;

f) the provisions of Article 14 with respect to fees and costs;

Q) the provisions of Chapter II.

Article 29
Between Parties to the present Convention who are also Parties to one or both of the Conventions on
Civil Procedure signed at The Hague on the 17th of July 1905 and the 1st of March 1954, this Convention
shall replace Articles 8-16 of the earlier Conventions.

Article 30
The present Convention shall not affect the application of Article 23 of the Convention of 1905, or of
Article 24 of the Convention of 1954.

Article 31
Supplementary Agreements between Parties to the Conventions of 1905 and 1954 shall be considered
as equally applicable to the present Convention unless the Parties have otherwise agreed.

Article 32
Without prejudice to the provisions of Articles 29 and 31, the present Convention shall not derogate from

conventions containing provisions on the matters covered by this Convention to which the Contracting
States are, or shall become Parties.
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Article 33

A State may, at the time of signature, ratification or accession exclude, in whole or in part, the application
of the provisions of paragraph 2 of Article 4 and of Chapter Il. No other reservation shall be permitted.
Each Contracting State may at any time withdraw a reservation it has made; the reservation shall cease
to have effect on the sixtieth day after notification of the withdrawal.

When a State has made a reservation, any other State affected thereby may apply the same rule against
the reserving State.

Article 34

A State may at any time withdraw or modify a declaration.

Article 35

A Contracting State shall, at the time of the deposit of its instrument of ratification or accession, or at a
later date, inform the Ministry of Foreign Affairs of the Netherlands of the designation of authorities,
pursuant to Articles 2, 8, 24 and 25.

A Contracting State shall likewise inform the Ministry, where appropriate, of the following —

a) the designation of the authorities to whom notice must be given, whose permission may be
required, and whose assistance may be invoked in the taking of evidence by diplomatic officers
and consular agents, pursuant to Articles 15, 16 and 18 respectively;

b) the designation of the authorities whose permission may be required in the taking of evidence by
commissioners pursuant to Article 17 and of those who may grant the assistance provided for in
Article 18;

c) declarations pursuant to Articles 4, 8, 11, 15, 16, 17, 18, 23 and 27,

d) any withdrawal or modification of the above designations and declarations;

e) the withdrawal of any reservation.

Article 36

Any difficulties which may arise between Contracting States in connection with the operation of this
Convention shall be settled through diplomatic channels.

Article 37

The present Convention shall be open for signature by the States represented at the Eleventh Session
of the Hague Conference on Private International Law.

It shall be ratified, and the instruments of ratification shall be deposited with the Ministry of Foreign Affairs
of the Netherlands.

Article 38

The present Convention shall enter into force on the sixtieth day after the deposit of the third instrument
of ratification referred to in the second paragraph of Article 37.

The Convention shall enter into force for each signatory State which ratifies subsequently on the sixtieth
day after the deposit of its instrument of ratification.

Article 39

Any State not represented at the Eleventh Session of the Hague Conference on Private International
Law which is a Member of this Conference or of the United Nations or of a specialised agency of that
Organisation, or a Party to the Statute of the International Court of Justice may accede to the present
Convention after it has entered into force in accordance with the first paragraph of Article 38.

The instrument of accession shall be deposited with the Ministry of Foreign Affairs of the Netherlands.
The Convention shall enter into force for a State acceding to it on the sixtieth day after the deposit of its
instrument of accession.
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The accession will have effect only as regards the relations between the acceding State and such
Contracting States as will have declared their acceptance of the accession. Such declaration shall be
deposited at the Ministry of Foreign Affairs of the Netherlands; this Ministry shall forward, through
diplomatic channels, a certified copy to each of the Contracting States.

The Convention will enter into force as between the acceding State and the State that has declared its
acceptance of the accession on the sixtieth day after the deposit of the declaration of acceptance.

Avrticle 40

Any State may, at the time of signature, ratification or accession, declare that the present Convention
shall extend to all the territories for the international relations of which it is responsible, or to one or more
of them. Such a declaration shall take effect on the date of entry into force of the Convention for the
State concerned.

At any time thereafter, such extensions shall be notified to the Ministry of Foreign Affairs of the
Netherlands.

The Convention shall enter into force for the territories mentioned in such an extension on the sixtieth
day after the notification indicated in the preceding paragraph.

Article 41

The present Convention shall remain in force for five years from the date of its entry into force in
accordance with the first paragraph of Article 38, even for States which have ratified it or acceded to it
subsequently.

If there has been no denunciation, it shall be renewed tacitly every five years.

Any denunciation shall be notified to the Ministry of Foreign Affairs of the Netherlands at least six months
before the end of the five year period.

It may be limited to certain of the territories to which the Convention applies.

The denunciation shall have effect only as regards the State which has notified it. The Convention shall
remain in force for the other Contracting States.

Article 42

The Ministry of Foreign Affairs of the Netherlands shall give notice to the States referred to in Article 37,

and to the States which have acceded in accordance with Article 39, of the following —

a) the signatures and ratifications referred to in Article 37;

b) the date on which the present Convention enters into force in accordance with the first paragraph
of Article 38;

c) the accessions referred to in Article 39 and the dates on which they take effect;

d) the extensions referred to in Article 40 and the dates on which they take effect;

e) the designations, reservations and declarations referred to in Articles 33 and 35;

f) the denunciations referred to in the third paragraph of Article 41.

In witness whereof the undersigned, being duly authorised thereto, have signed the present Convention.

Done at The Hague, on the 18th day of March, 1970, in the English and French languages, both texts
being equally authentic, in a single copy which shall be deposited in the archives of the Government of
the Netherlands, and of which a certified copy shall be sent, through the diplomatic channel, to each of
the States represented at the Eleventh Session of the Hague Conference on Private International Law.
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EXHIBIT 8
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February 12, 2001 No 11-FZ

THE RUSSIAN FEDERATION
FEDERAL LAW

ON ACCESSION OF THE RUSSIAN FEDERATION TO THE CONVENTION ON THE TAKING OF EVIDENCE
ABROAD IN CIVIL OR COMMERCIAL MATTERS

Passed
by the State Duma
on January 24, 2001

Approved
by the Federation Council
onJanuary 31, 2001

To accede on behalf of the Russian Federation to the Convention on the taking of evidence abroad
in civil or commercial matters dated March 18, 1970.

President
the Russian Federation
V. Putin
Moscow, the Kremlin

February 12, 2001

No 11-FZ
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CERTIFICATE OF TRANSLATION

1, Ekaterina Popova, am fully competent to translate from the Russian language into English,
and certify that the translation of the Federal Law No. 11-FZ of 12.02.2001 “On Accession of
the Russian Federation to the Convention on the Taking of Evidence Abread in Civil or
Commercial Matters”, attached hereto, is true and accurate to the best of my abilities.

Yoo Evateriue opove

Signature of Translator Name of Translator

Address of Translator:
1835 Marker Street, 1717
Philadelphia, PA 19103
Telephone Number:
215-569-8901

Commonwealth of Pennsyivania
County of ff/%;f /::;? ffa?;} ¥

Sworn to before me thisé¥%{ day of September 2018

ég: @zﬁéw //fﬂéw“’/ﬂfm Notary Public

Commonwealil 8 Prnnsylvania

Notarizl Ses
OCTAVIA DANIELSON - Notary Pubtic
CITY OF PHILADELPHIA, PHILIDELPHIA CNTY
My Commission Expiras Sep 18, 2021
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12 dpespans 2001 roaa N 11-®3

POCCUNCKAA ®ELQEPALINA
®EAEPANIbHBIA 3AKOH

O NPUCOEANHEHUN POCCUMCKON GEAEPALUN
K KOHBEHL,MW O NONYYEHUU 3A TPAHULIEN [ OKA3ATE/IbCTB
no rPAXAAHCKMM WUJIN TOPTOBbIM AENAM

MpuHAT
locygapctseHHOM dymoi
24 anBapsa 2001 roga

OpnobpeH
Cosetom Pepepauum
31 anBapsa 2001 roga

MpucoeanHnTbCa OT MMeHM Poccuiickoit Pegepaunm K KOHBEHUMM O MOAYYEHUM 3@ TPAHULEN
[,0Ka3aTeIbCTB NO rPparKAaHCKMM MK Toprosbim aenam ot 18 mapta 1970 roga.

Mpe3naent
Poccuinckoin epepaumm
B.MYTUH

MockBa, Kpeminb
12 deBpans 2001 roga

N11-93
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EXHIBIT 9



Exhibit A

depepanbHbIi 3aKoH oT 27.07.2006 N 152-d3 (peg.
o7 31.12.2017) "O nepcoHaNbHbIX AaHHbIX"

Cratba 2. Llenb HacToswero ®epepasbHOro 3aKoHa

Llenbto HacTosawero ®eaepanbHOro 3aKoHa sBAAeTcs
obecneyeHne 3aWwuTbl NpaB M cBobog YesnoBeKa U
rpaxgaHvHa npu o6paboTKe ero nepcoHasbHbIX
OaHHbIX, B TOM 4uMC/le 3aluMTbl NpaB Ha
HEMPUKOCHOBEHHOCTb YaCTHOM W3HW, JIMYHYIO M
CemMenHyo TalHy.

Cratba 3. OCHOBHble MOHATUA, UCNO/Nb3yeMble B
HactosAwem PeaepanbHOM 3aKOHe

B uenax Hactoawero ®eaepanbHOro 3akoHa
MCMOJIb3YIOTCA CNeAYIoLLME OCHOBHbIE MOHATUA:

1) nepcoHanbHble AaHHble - ntobas MHPopMaLms,
oTHOCAWAACA K npAmo nnm KOCBEHHO
onpeaeneHHOMyY Uau onpegensiemomy Gusnyeckomy
nnuy (cybbeKkTy nepcoHasnbHbIX AaHHbIX);

2) onepatop -  rocyaapCTBEHHbIM  OpraH,
MYHUUMNANbHbIA  OpraH,  lopuauyeckoe  Mau
bu13nyeckoe ANLO, CAMOCTOATENbHO UM COBMECTHO
C ApyrMMM NMUaMK  opraHusylowme u  (1an)
ocylecTsasowme o6paboTky NepCcoHanbHbIX
OaHHbIX, a TaKXe onpeaenawolume uennm obpaboTku
NepCcoHaNbHbIX AaHHbIX, COCTaB MNepPCcoHasbHbIX
OaHHbIX, nogjaexawmx obpaboTke, aencTBus
(onepaummn), coBepliaemble C MNepPCOHaNbHbIMU
OaHHbIMU;

3) o06paboTka nepcoHasbHbIX AaHHbIX - Aoboe
neicrtene (onepauma) UAM COBOKYMHOCTb AEACTBUN

(onepaumit), coBepwaembiXx C WCMNO/b30BaHMEM
CpeAcTB aBTOMaTM3auuMuM Man 6e3 MCMob30BaHMUA
TaKMX CPeACTB C NEepPCOHaNbHbIMM  AaHHbIMMU,
BKAKOYaA cbop, 3anuce, cuctemartusaumio,
HaKoMJ/ieHne, XpaHeHue, yTouyHeHue (0bHOoBNEHME,
N3MeHeHwue), usBseyeHue, MCMO/Ib30BaHWe,
nepefayy (pacnpocTtpaHeHue, npeaocTaB/ieHue,

noctyn), obesnmunsaHne, 610KMpPoBaHNE, yaaneHue,
YHUUYTOXEHME NepcoHaNnbHbIX AaHHbIX;

6) npedocTaBneHME MepPCOHaNbHbIX AaHHbIX -
AelicTBuS, Hanpase/ieHHble Ha packpbiTne
NepcoHanbHbIX AaHHbIX OMNpeAeNeHHOMY AuLy Waun
onpeaeneHHoOMy Kpyry nuu;

Cratba 6. Ycnosua o06paboTKM NepPCOHaNbHbIX
BaHHbIX
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Federal law dated July 27, 2006 No 152-FZ “On
personal data” (as amended on December 31,
2017)

Article 2. Purpose of This Federal Law

This Federal Law is aimed at ensuring
protection of the rights and freedoms of a
person and a citizen in the course of processing
of his personal data including protection of the
rights to inviolability of private life, personal
and family secret.

Article 3. Basic Terms Used in This Federal Law

The following basic terms are used for the
purposes of this Federal Law:

1) personal data — any information pertaining
to a particular or identifiable person (the
personal data subject);

2) operator — a state body, a municipal body, a
legal entity, or an individual, solely or jointly
with others organizing and (or) carrying out
personal data processing as well as
determining the purposes of personal data
processing, the content of the personal data
subject for processing, actions (operations)
performed with the personal data;

3) personal data processing — any actions
(operations) or a set of actions (operations)
performed with the help of automatic means
or without the use of such means, with
personal data including personal data
gathering, recording, systematizing,
accumulation, storage, refinement (updating,

changing), extraction, wuse, transmission
(distribution, provision, access),
depersonalization, blocking, deletion,

destruction;

6) personal data distribution — actions aimed at
disclosure of personal data to a certain person
or set of people;

Article 6. The Conditions of Personal Data
Processing
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1) 06paboTka nepcoHasibHbIX OaHHbIX
OCYLL,ECTB/IAETCA C COrNacua CybbeKkTa NepcoHasibHbIX
[AaHHbIX Ha 06pabOTKY ero NepPCcoHaNbHbIX AAHHBbIX;

CratbAa 7. KoHPuUAEHUManbHOCTb NEepPCOHaNbHbIX
BAHHbIX

OnepaTtopbl U MHble AULA, NOAYUYMBLUME AOCTYN K
NnepcoHanbHbiM AaHHbIM, 0653aHbl HEe PacKpbIBaTb
TPETbUM INLLAM M He PacnpPOCTPaHATbL NePCOHaNbHbIe
OaHHble 6e3 cornacua cybbekTa nepcoHasbHbIX
OaHHbIX, €CAn  MHOe He  MpeayCMOTPEHO
denepanbHbIM 3aKOHOM.

Cratba 24. OTBeTCTBEHHOCTb 3a HapylleHue
TpeboBaHuUi HacToswero PeaepanbHOro 3aKoHa

1. /lMua, BMHOBHble B HapyweHun TpeboBaHWi
HacToawero  ®epepanbHOro  3aKOHa,  HecyT
npeaycMoTpeHHYo 3aKoHoAaTenbcTBOM Poccuiickoi
depepalmmn OTBETCTBEHHOCTb.
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1) personal data processing may be performed
upon consent of the personal data subject for
the processing of his personal data;

Article 7. Personal Data Confidentiality

1. The operators and other persons which
gained access to personal data shall not
disclose it to third parties and shall not
distribute it without the consent of the
personal data subject unless otherwise
provided for by a federal law.

Article 24. Liability for Breach of the
Requirements of This Federal Law

1. The persons guilty of breach of the
requirements of this Federal Law, shall be
liable in accordance with the laws of the
Russian Federation.
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CERTIFICATE OF TRANSLATION

I, Ekaterina Popova, am fully competent to translate from the Russian language into English,
and certify that the translation of Articles 2,3,6,7 and 24 of the Federal law dated July 27,
2006 No 152-FZ “On personal data” as amended on December 31, 2017, attached hereto, is
true and accurate to the best of my abilities.

I
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Signature of Translator Name of Translator

Address of Translator:
1835 Marker Street, 1717
Philadelphia, PA 19103
Telephone Number:
215-569-8901

Commonwealth of Pennsylvania
County of ﬁfx/ﬁ {/&f/ St
Sworn to before me this’{% day of September 2018

Gt o

ST e A bt oundon Notary Public
7
g

Cemmenwaalth of Pannsylvania

Notarlil feat
OCTAVIA DANIELSON - Nutary fuliic
CITY OF PHILADELPHIA, BHILIDELPHIAENTY
My Comimission Exprires Sej) 18, 2321
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